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Trade Secrets

The WSC has recognized the importance of trade secret protection, and has been studying the core elements for trade secret protection legislation.  At its most recent meeting in October 2014, the GAMS noted the WSC’s concerns that the theft of trade secrets is a growing problem, and stated that it will endeavor to find ways to advocate for enhanced trade secret protections in trade agreements and domestic laws.


The semiconductor industry is one of the most innovative-intensive sectors.  Usually, the trade secret in the semiconductor industry has a short lifetime owing to the rapid pace of technological development and upgrade. The trade secret is the critical and major asset of the company. Once it is stolen, the company may lose its competitive advantage and its market share could be jeopardized.


The WSC notes that the WTO Agreement on Trade Related Aspects of Intellectual Property Rights (TRIPS) calls on members to provide for the protection of “undisclosed information” that is secret and has commercial value, and to protect such information from disclosure, acquisition or use in a manner contrary to “honest commercial practices.”


To protect semiconductor investments and promote further innovation, WSC members have agreed upon a set of “core” elements in model trade secret legislation, as attached in the Annex 1 entitled “Core Elements for Trade Secret Protection Legislation”.  


The WSC therefore calls on the government authorities, esp., the GAMS, to support these Core Elements when making the national trade secret protection legislation, and any related pending legislation or legislative reforms or amendments.

Annex 1
Core Elements for Trade Secret Protection Legislation
The relevant elements that should be considered in conjunction with trade secret protection legislation are as follows:
1.
Expressly recognizes trade secrets as a form of IP (per TRIPS Article 1.2)
2.
Defines key terms as follows:
· "Trade secret" includes any information that (1) derives economic value, actual or potential, from not being generally known to the public; and (2) is the subject of reasonable efforts under the circumstances to maintain its secrecy.
· "Misappropriation" means (1) acquisition of a trade secret of another by a person who knows or has reason to know that the trade secret was acquired by improper means; or (2) disclosure or use of a trade secret of another, without consent, by a person who used improper means to acquire the trade secret or who knows or has reason to know that the trade secret:(i) was acquired by improper means; (ii) was derived from or through a person who acquired it by improper means; (iii) was acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use; or (iv) was derived from or through a person who owed a duty to the person seeking relief to maintain its secrecy or limit its use.
· "Improper means" as used in the previous section includes theft, bribery, acquisition of trade secret by misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. Reverse engineering or independent derivation alone shall not be considered improper means.
· "Person" means a natural person, corporation, business trust, estate, trust, partnership, limited liability company, association, joint venture, government, government division or agency, or any other legal or commercial entity.
3.
Criminal Action:
· Intent/Knowledge: The knowing misappropriation of a trade secret shall be a criminal offense.
· Penalties: In criminal actions, the law shall impose criminal penalties that are sufficient to deter such offenses, including fines, damages, and/or imprisonment. In cases of repeated misappropriation, the courts shall have the authority to impose additional penalties.
4.
Civil Action:
· Cause of Action:  A person who misappropriates a trade secret shall be liable in a civil action brought by the owner of the trade secret or other party having a legal right to enforce the trade secret. The misappropriation of a trade secret does not require its actual use to be actionable. 
· Damages:  The courts shall have the authority to award damages against a person found to have violated applicable law.  Damages shall be based on the greater of (i) the actual loss caused by the misappropriation, or (ii) the amount by which the offender was unjustly enriched because of the misappropriation.
· Injunctive Relief:  The courts shall have the authority to grant injunctive relief, including preliminary and final injunctions, where necessary to prevent actual or threatened misappropriation.
5.
Preservation and Collection of Evidence/ Protection of Confidential Information:
· Preservation and Collection of Evidence:  Courts shall have the authority to issue orders to preserve relevant evidence and to compel parties to produce relevant evidence in the appropriate circumstances, including to compel third party inducers to rebut a claim of inevitable disclosure.
· Protection of Evidence/Information:  All evidence shall be subject to a protective order to ensure that confidential, private, proprietary, or privileged information is appropriately protected and that access is appropriately restricted.  The courts further shall take reasonable measures to preserve the secrecy of the alleged trade secret(s). In addition to protective orders, such measures may include holding in-camera hearings, sealing filings or records, or ordering parties not to disclose the alleged trade secret without prior court approval.
6.
General Procedures:
· Expedited Procedures:  Procedures in misappropriation cases shall not be unnecessarily complicated or costly, or entail unreasonable time limits or unwarranted delays.  Remedies shall be expeditious to prevent misappropriation and sufficient to constitute a deterrent to further misappropriation.
· Fair Proceedings:  According to the relevant national procedural laws, parties may be entitled to substantiate their claims and to present probative evidence in fair proceedings, regardless of whether the evidence is in written, oral, or other form.  Parties may be permitted to present testimony from qualified experts.  A written record of the evidence shall be maintained by the court.
· Decisions:  Decisions on the merits of a case shall be in writing where possible, and shall be made available without undue delay.
7.
Jurisdiction:


In addition to jurisdiction in a particular country, state or region where the trade secret misappropriation is conducted by a person from that country, state or region that adversely affects commerce or harms persons in that same country, state or region, if the effects of extraterritorial behavior or crimes by a person adversely affect commerce or harm persons within a particular country, state or region and the individual country, state or region determines, after considering all relevant factors including whether the person has sufficient contact with the particular country, state or region, that jurisdiction over such person is justified, then jurisdiction in a court in such country, state or region is permissible.


